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E R (2) I p AR A F R HEMEEN (FEER AR SFT

318 Regulation 2024/1689 of the European Parliament and of the Council Laying Down Harmonised
Rules on Artificial Intelligence (Artificial Intelligence Act), recals. 1, 4-5, 2024 O.J. (L 1689) 1.
3191d. recal. 27; arts. 1, 3(1).

320/d. art. 2(1)(a)—(c).

21d. art. 3(4).

32214, arts. 2(3), 2(4).

3B]d. art. 2(6); recal. 22.

324 1d. recal.s 14—17; art. 9.
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& G R) 5 (3) 7A€ ¥4 (social scoring) ; (4) WA HA

A /z\%’?‘\fl“}fé;}'iﬁi;ilpm?F‘zF‘JﬁZ" B hts 2 /(_‘]_ﬁa-"‘u kAL ,(5) 1{’1
PEP AR SN p R PR T AR '@\%I\B’*“«‘ﬁﬂ@u'lﬁf‘\‘:ﬁ%
B A G AT (6) a1 R T B v L1 ATE kst

SR T

ﬁ
"

%

(=) 3 hk*% Al 3 (High-Risk AI Systems )

Al Act 2™~ F b 'k2 Al k> 35 ‘;ﬁff—?&aﬁw S A
FARR G F L TARIE P B R 4 ei%%%\m gt
A ﬁi?l'?;ﬁiﬁ %326

BhEAL A EL LA AEE D F - > Al KRIFERE RS
i*“w%#EWx ZreiE s A REFFET e =28 2
S S S BRGE  FREHA AL 2 52l
SR AR 2 B i Blde t 2 %] (Biometrics) ~ JE P~
e * A AF A PRIFZ LA o X JRFA{e4BF] (Access to and enjoyment of
essential private services and essential public services and benefits ) ~ 4 ;=
(Law enforcement ) ~ # ;% fv & i #2 % ( Administration of justice and
democratic processes ) * ° fifdk= P AEdg N EFHAMEE F £ < B2
Bt HE o CHEETY R RAARL B R GIS

,c

Z
#2372 BB b ‘ﬁ e v oy B ﬁfr'j‘%ﬁ | ET2 ATk kLo

b

AT Act B~ P B (Transparency) H

FHEDT AL AL & TR p R

ﬁ“;ﬂés o R PRIEE S S0 0 ARG
TofTAR M 5P R &FR

- g 5L FRE R

2R 0 g BRERR Y A
ad Al 974 & o jE.m w4 R e
et 4 =Y ALRE > B T

20 F AL RS2 &0 S - Rl Faag 5y “E""g*‘*m“
TEPMFNFEFLABETH (Machine- readable) IEARCRE
FALER S A1 2 A S g

33 1d. arts. 5(1)(a)—~(g).

26 /4. arts. 6, 9-15, 17, 26.

327 Id. art. 6(1); Annex L.

328 Id. art. 6(2); Annex 111, items 1, 5, 6, 8.
29 14 art. 50(1).

30 14 art. 50(2).
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ok - IEl SEaR ?’Wﬁa“‘ FRa o R A FEIRG EF (f"’m?"é#iﬁf) 30
B SIS TR

() Hwuz23h s Al L5
EAL AT B B R B 7 B AR R A S P R F
2 AL k3% AlAct 3 4 iz e g a2 &> f X7 Ad BEE @
W WP R RALGL FR R R e L

3 332

2y AN ATEE T F] AL FRE
AlAct & K12 T4 3% AT | (Generative Al) 12 b= h ' A % > @

e Ui # A AL #-73) | (General-Purpose Al Models, GPAI models ) % 4
Fps o ATAct #9337 * 1) GPAI 2 Sfp & » 53— # % A - &
GPAI ¥ & %« %4 kb *& (Systemic Risk) 2. GPAI® -
(- b’“r’,% T m] AT $22] (All GPAT Models) 2. £ # % 7+

& i o 975 GPAIH-A] B &R (4 OpenAl ~ Google)
1 '7F7 T g ”Tiiﬁtr? 2o Fe FEEZHA ST FEREE (B Y AR
LR A pﬂ”s’ﬁ“‘\‘ﬁi I ) LA AF o 1 H G IR R 4 B
415 1% TRE F TR > FR AR 3 8 T 4FEE (Text and Data
Mining, TDM ) 2. &F #p ; # % - » [ 83533k r’v’ﬂ#ﬁlﬁ (Detailed
Summary) ;> @ * S GEE R PR F oo LR kR E B EEL
% B pe %334 °

@ O~
R 4

HF‘

She

(=) B x¥ih 2z i@ * 3] Al #3)(GPAI Models with Systemic Risk)

AlActig— # A * ] ATH A2 7 B A TE KRB s | 2§73 -
EHRCT kR BRI T B ); B }i—?a o3 BldcH AT 2
% 4#38 8 it 4 (cumulative compute ) i I| - ”‘LF"’ Jri_ BRp|d e HE
TSR P P RAL RN Y PR L
AL g B AR i%ﬁiﬁaﬁy%?%&wﬁ&%iﬁﬂm°

3174 art. 50(4).

332 Id. recal. 46; art. 95.

333 Id. recals. 97—-101, arts. 51-55.
34 14 art. 53(1)(a)~(c).

35 14 art. 51(1).

36 [d. art. 51(2).
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R~ FPHFABEANALRRAAR L BB LB ke &
% B 27 f@’ﬂ BB @ Rkt 3 ANE 7 3 H ‘ri‘}’h’? ﬁ%/{‘ﬁ- \ 37 o
0L kAR e 2 GPAL $03] > # i M (74— il ™ 314031 {

éﬁﬁi%ﬁ’éﬁiﬁﬂ?%’$%ﬁ%w B ATH AR L iR 1
PR Aol St FRARRG ¢ R RS fois BratiL R ol e B
SR R 2R R R R A E R R AT
FR2 SRS FET A A TER RS R LAY
B DHPE A A SR AL FTRApER S o By
2REFEFeRE AL FEMAS FEFT

Z ~ i\‘g’q%#l

i ﬁém'é’AIActév99n+ ':&i\ﬁlﬁjﬁ.kﬁgi_ﬁ_iﬁff\
7 &;g 1%@35001%1%’° PokiE RAH I %M (URF
ig§£F5&%Alﬂmw%£ﬁﬁv&%v@Iwa&m*£ﬁ3§

)

DY EW 3% M B DA FEETAE AR T R 750 FR
iiﬂﬂiﬁ E57 1%2 J 43 o+ B I8 & i Ag4x GDPR 2 ¢ #1340,
9% GDPR~DORA $ H 6 G 2 A2 # H" 2 P ERTF TR PFH A

i\;d\xén,tf’ﬁ;ﬂ*’AIActr‘é'%’ﬁ”ﬁﬁﬁﬂ:ﬁﬁﬁ;}Fﬁy EE T
ALAct 3t £ f 5 2. 17 ﬁg‘ﬁ%iﬁ‘ﬁﬁ%ﬁiﬁmﬁ&%aﬁ?;
eEH L ALRG™ o SRR~ B2 F R R AL SR 2026
SQLLE\ﬁ??ﬁf{@%& 52342

¥I&% R

BEH AL AR T o GRBAGE A ERE - L b A - 4
FERERGIREIRE G EFHARY  SEBTHEEE - £ @I
P2~y @ R E ALS P 22 ir B = 2 SR g IR A
# GDPR = A48 % tﬁ w#K “*ﬁﬁ’ﬁﬁ%ré’* Al kX2 ip A T

ZHE S AP A B AR TR GDPRLp/z VERRNEE RN A 2
AU E FHEC) P E RGO o AR 5 22 BERE AP B0 T A IE

37 Id. recal. 110; art. 51(1).

38 1d. art. 55(1)(a)—(d).

39 1d. art. 99(3)—(5).

380 EU AI Act & Data Sovereignty: A Guide for Financial Institutions, RASA :
https://rasa.com/blog/eu-ai-act-financial-services. (Apr. 8, 2026),

331 EU AI Act Fines and Penalties: What Non-Compliance Will Cost You, MATPROOF :
https://matproof.com/blog/eu-ai-act-fines-penalties (Mar. 22, 2026).

32 Id. art. 6(2); annex 111; see also 2026 EU Financial Services Compliance, NORTAL,
https://nortal.com/insights/eu-financial-services-compliance (last updated 2026).
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DORA R B i1 & f s #&%E&&W%ﬁT’%wﬁﬁKﬂ<%ai
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i%ﬁxiwﬁﬁﬁw WL R Fpt o FHGEHIEE  WE L
F BT ATAct PG A A RN A KA L2 EH S B2
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Frd EFRAIEFEH

EFRAIE 245w T 24545 (Decentralized Governance ) | » %
TR B FC R I B BTG R S A Xd S BAE M EREE
FHREERENE R VEE DRSS AL B2 28 FR R
PlAF X Eh"eF 2 608 Fo

¥- 8 mmER

&%“ﬁﬂ%rm’w?ﬁémgﬁﬁ EFChR L AR AR
'P‘i‘/‘é’ﬁ‘—’?”—ﬂl"’i?ﬁ%‘ %ﬂif‘rﬂnbr’i@_ f&?‘i’:o

— v FEMEAEL E
(- ) ®iizscé £ (Executive Orders, E.O.)
1. E.O. 14110 (Safe, Secure, and Trustworthy Development and Use of

Artificial Intelligence ) 3+ :

E.O. 14110 ¢ % ®= % 3% (Joseph R. Biden, Jr.) *% 2023 & 10
P30 pHF 0 BB ARG EN TR o L i R Ry
2 IRELEFP 0 RTEEL 2T HEP AR v s AL A3 2R
xﬁ; ;-’,"—1‘/“;1'\3_7 g _]l:\344 o

/T}m '**%l?] = » E.O. 14110 #1i% & % F’ LB T pT s R H T i
ﬂ’%ﬁA1~W%~@?\ﬁ%ﬁ?ﬁiwwﬁﬁmo* Bk b
E.O. 14110 7 #\r/v\{# *"ﬁILE\"i\"%J*R"{’ Mot mﬁxiziiﬂ/k\ﬁﬁ PR T
DR LR ERPNE ST RITL AR e IR
HERTZe 3 & 4 R R RIS o 3 A N A
LS BEFCBFEE R L R EY NG E R UL AL AP MR R
Wo%ﬁﬁ@ﬁiﬁﬁwumé%i;%%fw’aﬂ%ﬁ“ﬁﬁwﬂr
e Al 3 B2 1372 F P> &k AR®E > (Safety) ~ T >
(Security) ~ % 4 (Civil Rights) &' % B % %-2£ ( Consumer Protection )

AL 1 TR R Fr M E 2 AR RN ST TR RIS

’

—%

383 Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence, Exec. Order No.
14110, 88 Fed. Reg. 75191 (Oct. 30, 2023).

34 Id. at 75191.

35 Id. at 75191, 75218.

346 Id. at 75191.

37 I1d. at 75201, 75218-220.

38 Id. at 75217-221.
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e b s % {7 g de £ % T Policy and Principles | #%4 P Frde O~ JE 4 #
Rl oawl 530 (1) Bag f # @ ap]#722 55 (Promoting Innovation
and Competition) ; (2) 2 #F ¥ 1 & ¥ # 4 7 (Supporting Workers ) ;

(3) 42T & ¥ 2§ (Advancing Equity and Civil Rights) ; (4) Al &
PE 22 B Fa% > MR (Safe and Secure ) : (5) i 7 JF]‘
( Consumer Protection) ; (6) &£+ 2 2% pd (Privacy and Civil
Liberties) ; (7) FEfscfrp £ ¢ * Al 2 3 »zinZ (Government Use of
Al) 5 (8) % i* ®™%4g % & £ iT (International Leadership) -

2. E.O. 14365 (Ensuring a National Policy Framework) :

E.O. 14365 ¢ % R4, %" ¥ (Donald J. Trump) ** 2025 % 12 * 16 F
FH B hEE - R RAIFRIZE » Y SALEE IR R ALAE B
ZFRD e~ R EEPEEA T e 2 F T "‘iﬁﬁéb"-ﬁ
FCRT 2025 & 4= 20 E.O. 14179 #7#ho7 2 sr L o & 4550 o
E.O. 14179 2. gt P e a3t 2R Al je il Boe 0 5 ’%ﬁ”/]év A S
et ¥ RAFE AL AR S =2 %3 5o & Foedy % 0 P RLRTY W ST
2023 &4 # 2. E.O0.14110 » »Jﬁ R 2 R 2 AL H ik E.O. 14110 #1
P2 g ~dgh RIS H B FF o FEMAK D w7 - R PEH
%%%\ﬁ *m@iaﬁ%*“o%MW% FeE eh 2 EO. 14179 7 3%
DET B Hlirh L B RAFFL IS0 P FIT T A A
#7634 (Al Action Plan) | > M55 #rehpc il p 3 a2 £ /] Al 2

RABZ®RE S S pPE o 47 dg7d FEREIFE B (OMB) ** 60

PN E ¢ 35 OMB M-24-10 2 M-24-18 fp 2 B30 € sc i & g 1 &
352

BARELZFTR e - K
FRRE TR Y LR EE MR B2 o 2 Al T 4
FH o A BFLS R BRI R R L FIR 2R ARR
= Far T h o f’fﬁi‘”'ﬂmﬂﬁm l*Pip;}j%&E? MY, (7L A AL
THAFRZPe1E s BO. 14365 & WAz 2 (4ot W ALZ %)
‘g%;;’(a":** Bt iveFE BT o L F «}\93? 2R gg‘r L?mﬁ;;é#}ﬁ
ij*hpw A f8m 7 > EO. 14365 2 B #40 k ¥ % 17 5 B =R {7 oS B - 3%
fod & AE BN E T R RPN R AL SRR
ZRPE DR wALEAEE ALAPM 2 5ol ~ 3 58 ey R
TG Al 2B R Y HEEERY > L - REETRALNE

39 Id. at 75191-193.

330 Ensuring a National Policy Framework for Artificial Intelligence, Exec. Order No. 14365, 90 Fed.
Reg. 58499 (Dec. 11, 2025).

31 Removing Barriers to American Leadership in Artificial Intelligence, Exec. Order No. 14179, 90
Fed. Reg. 8741 (Jan. 23, 2025).

352 14,

333 Exec. Order No. 14365, 90 Fed. Reg. 58499501 (Dec. 11, 2025).
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‘*"“oti?%@* E.O. 14365 7 r1 B2 {7 e f B 2 B Y £ 5%
HE AL 2 INE NG ‘#*Eg‘;ifﬁi#ﬁ?&g}p,'é‘l’“k
E%&-ﬂ’f“%"‘lmé‘— AR IR ATEE R K S 6

RGN 0 EO. 14365 © AR T LB ARIRET > A BFL
RHARFEAR ARG A AR TR R RE2EBH 2K
#uwﬁﬁ‘ﬂwa?ﬁﬁkaLpﬂﬁf é“ﬁym&&%*@%Abé?
,r.,_ﬁ”‘v’%"’ ll&ﬁxﬁ'—#gfﬁg,}(g\;}ﬂ—n B mg 1}#7;9; 356 o

{w,

3. NIST Artificial Intelligence Risk Management Framework: Generative Al

Profile (NIST AI 600-1)

4 En A SN ALE G 3 Bt @A Al kb % 0 % RR RIR R
FH ¥ 7 2 (National Institute of Standards and Technology, NIST ) ** 2024
&£ #  Artificial Intelligence Risk Management Framework: Generative Al
Profile ( NIST AI 600-1) - 3%~ i* ta2zE > 3% Artificial Intelhgence Risk
Management Framework 1.0 (AI RMF 1.0) 34 12 | “ﬁ ERLE AN

NIST AI 600-1 zt 3 AI RMF 1.0 #7 3k B 2 1"":»;4 YD 1.4
(Govern) ~ 8 % = (Map) -~ # % (Measure) Lfi? # 72 (Manage) °
e NIST AT 600-1 i&— % -4 4 38V AT FIp 5 4 =4 @?J SV IR 8 B e
;g B (& ﬁ? 2yl zﬁ?ﬁ;}i BTSRRI T AT A 2B Me A L E R TY o ARt @ sy

FESTRRIRNAE R R A2 Al R 2 SN AT A A 22 F s Bl EiR
e?’a&~ FABIE B AR FEILS BB E ¥ JE A
A EET AT eeéﬂﬂ%wWS”o

NIST AI 600-1 #r‘%'J:}ﬂ 1238 4 3V ALfhG Pk "G 3f % > 452~
T F & s 4 (CBRN Information or Capabilities ) ~ f#ki’ = 7
(Confabulation/Hallucination) ~ /& *% ~ % # 2 & {%*p % (Dangerous, Violent,
or Hateful Content ) ~ % #! *% 4 ( Data Privacy ) ~ % 3 fr ¥
( Environmental Impacts ) ~ # 2 £ F % i ( Harmful Bias or
Homogenization) ~ A # 3 # e ¥ b "4 (Human-Al Configuration) ~ F 3t

354 4. at 58499

355 1,4

356 Id. at 58499-501.

3STNIST »+ 2023 # 1 * 4 # 2 Artificial Intelligence Risk Management Framework, Al RMF 1.0 -

k-2 "J’{f—}-%}ﬁ&él PR ST 2 iR R E IR Al o F R B R s B 3R
B Al "Wv']‘éf’-fai'g T ¥ 5 b % o ALIRMF 1.0 7|8 = 18 Al x5tz 3 93;‘)?‘.4'3‘71@:—5:
(trustworthlness characterlstics) ¢ 373 »x® ¥ 3 (valid and reliable ) ~ % 2% (safe)~ F< &

7 1+ (secure and resilient ) ~ &rz F e F g P & (accountable and transparent ) ~ ¥ f%§ ]“n‘ '—f’ v
%14 (explainable and interpretable) "2 4 3 (privacy-enhanced) 12 % 2T T i L ¢

32 (fair—with harmful bias managed ) o ¢t » A{=ZE A H{ D e * #5854 fhz P FH o T
/w2 (Govern) ~ ¥+ (Map) ~ £p] (Measure) % ¥ 7= (Manage)

338 NAT'L INST. OF STANDARDS & TECH., NIST Al 600-1, Artificial Intelligence Risk Management

Framework: Generative Artificial Intelligence Profile 1 (2024).

39 1d. at 1-2.
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= &1+ (Information Integrity ) ~ 3% > (Information Security) -~ £
p1 2 # ( Intellectual Property ) ~ & ~ piFr % N % ( Obscene,
Degrading, and/or Abusive Content ) ~ & 4822 o 2 £ & b % ( Value
Chain and Component Integration) % o 2 83tk 3h ~ B 230 F 4p ik 1o
P kb e E T p»ﬁ@Aliwiwfﬁmﬁﬂ’a SENRE AL
‘\‘-‘g‘ﬁ—f iﬁlﬁr}#ﬁ*ﬂ 3 ;;I"\:' 'K% R e #Efﬁg/r/'#*w@ ¥
4N F 2 KR R A ( Contentprovenance) 361 L % & «ﬁ”*# 27 *q
#12. # % (Knowledge limits ) 32 > 2 2 # i 4 % 7 # e 8 ( Human-ai
configuration ) % ~ % % £ B-27 $ift RI3E (4 Red-teaming) %1% = 5%
a1 A RE ¥ Alﬁﬁﬂ'ai‘l’ff*ﬁ’&"‘“#'
NIST AI 600-1 &2 #8 ¥ & f?@iﬁ*? M2 2 EERIA @ GUBEA
i” 2 R YR ie IR IR ’735‘ c A - 2 PR R e 2 2 R
qmri s Foyk R Rt @;;nggﬁya’mﬁbﬁg]‘\,.}qar.ﬁ;jpﬁﬁﬂ;
WA E T ﬁvﬂi‘i@%:}%g’% Hgr 4 A AL 2 35 u:@vmﬂ'?’ﬁé 5
W;mﬁéfﬁ*iﬁiﬂﬁﬁ(%&kw &W“#)Hﬁ4¢ﬁv

2 TR TR MOREIEAR G0 2 E Y HRRREE S 0
“"_’,}'J{'K%‘ EL f;,#fﬁé”fﬁ.%%?' T f@q”AF‘i‘\" ('flr'ﬁ ﬁﬁ/z‘ %ﬁ*’ﬁ) 2 hwE
e

S EIMAZEHAINERAFLE?
(- ) Equal Credit Opportunity Act

(X=Z*¢:2) (EqualCredit Opportunity Act, ECOA) & — =R
;;%,ﬁpqvgp_/—,;%*544'\1%’#1;41{,;—%* zt'\‘?ﬁ.’%‘ﬁg‘
TR B ] AR B Y Gl iR R ;ﬂ‘*"ﬁféﬁléﬁ
REEED o WEH Y G2 PO VIR AREIEER T %L‘Z' e
2. AL Bl #1837 o

JEER 2 ZE2 > ECOA HA W FG2 £ » i 25 L7 Hi
TEEEHEMAS P JIPRTLNETRE . A AFABF AR GBI L2

N

360 1d. at 4-5.

361 14 at 52.

362 1d. at 24, 32.

363 14 at 16-45.

4 Id. at 50-51; red-teaming 3 — G 2 FHFUERIFERA] 0 2 R BAFTEF LN RRE L

112 %1% o Al red-teaming R3¢ (2 d B X R4 R R E L2 F F > 58 "HTwL
(Prompt Injection ) | ~ " 4% jz% (Jallbreak)J 2 %) "éﬁ%] * fmeh 8 % % ) (Edge Cases) FLE A

‘ﬁﬁ%ﬁﬁn N I/I?E\V/Pwlgé‘J‘ HVJ;%;——\; w;“ Sgﬂ ——— e 3 /‘c 1 ‘_K% o 5@% i% u—:{v -
AL BHTR S FEPFH R FEERL -
365 Id. at 27.

366 1. at 19, 33-34.
367 Equal Credit Opportunity Act § 701(a), 15 U.S.C. § 1691(a).
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BIET S SEHCAI R P Bt R A TERSS e s AR F AER
Pt AIBEFERE* LS RGP E AP ER HApM 7 5 0 ECOA
SR XA FA- g A2 p oI S SR A gk g o

“f’,-?ﬁ?,lkbi#ﬁu]iig * 2 % ¢b » ECOA % #H %5 {7 'm | Regulation B 7= i& —
BT FRAIEGLY Y AR K ﬁ TR EERE S el A
HEERIED 2 WP KT (Adverse action notice ) % o pt — AW AT
kR b @ﬂ“W%L”&“*%m?ﬁ*&Q?ﬂ’ﬂ*i
T AT séjr-*u—,f AKAAIFED LMY VIR WP o R G R A
TR R FE AN AL R A2 @EHAE R SR A BT A
i“f—,ﬂ i TGP R AR o

A et s ECOA 20 H %5 {5 fm ] ¢ ,T%‘bf:* AP 2R BARETEE F A
Jes PP B FRE 2P r%gsa ° ? AMEERE e AL AR LE B
F AR R AR BB 1‘#{@ B Al R B R
R i T ’155—,151%2« LR AR A A TR AR
TR AR -4 ‘z"ﬂL* A% F WY FF &mFES (Consumer
Financial Protection Bureau, CFPB ) ** 2022 # % # Circular 2022-03 » CFPB
33y Clrcular PApdl o RGN WIEF) LA 0m R Y el ieiE
AF SR RN OEERAE 0 (FL A A (T i&ﬂ?%’i&iiﬁ’__é o B PR hd £
@%ﬁﬂﬁ@% Frevkd Bk RREARY NPT F
1$?%§’ﬂ&ﬁ€%gEﬂ@é£ﬁ%ﬁ&%mo

2025 & 7 % s FriEi & M %% (Massachusetts Attorney General,
MAG) f‘u? 4 R 4% % ¥ Earnest Operations LLC k3~ 44 i I N
#5351 ECOAT Al $13 mx—‘x’—ﬁiﬁ‘lzim PRI AfefR S ¥ oo Earnest -
FhEHA TSI PRI RTEGARZEF > BN PA ER
5 &R EOF R FH § 5 1@ 5 MAG 474 Bamest 11 ¥ 3¢ g
Bz T #ig 9% (Cohort Default Rate, CDR) | i 4 4¢ 1%5—/»\ B#c o
MAG a‘ﬂ D - FEFERERZIAZ G 0 gﬁ—/\ P FHPF LA fﬂY)T*

368 15 U.S.C. § 1691(a) (prohibiting discrimination in “any aspect of a credit transaction”). See also
Consumer Fin. Prot. Bureau, Consumer Financial Protection Circular 2022-03, Adverse Action
Notification Requirements in Connection with Credit Decisions Based on Complex Algorithms (May
26, 2022), https://www.consumerfinance.gov/compliance/circulars/circular-2022-03-adverse-action-
notification-requirements-in-connection-with-credit-decisions-based-on-complex-algorithms/
(clarifying that the use of artificial intelligence or complex machine-learning models does not exempt
creditors from ECOA compliance).

36915 U.S.C. § 1691(d); Regulation B, 12 C.F.R. § 1002.9(a)—(b).

370 CONSUMER FIN. PROT. BUREAU, Consumer Financial Protection Circular 2022-03, Adverse
Action Notification Requirvements in Connection with Credit Decisions Based on Complex Algorithms
(May 26, 2022).

371 Assurance of Discontinuance Part I, In re Earnest Operations LLC, No. 2584-cv-01895 (Mass.
Super. Ct. (July 10, 2025). See also Press Release, Massachusetts Attorney General Andrea Joy
Campbell, AG Campbell Announces $2.5 Million Settlement With Student Loan Lender For Unlawful
Practices Through AI Use, Other Consumer Protection Violations : https://www.mass.gov/news/ag-
campbell-announces-25-million-settlement-with-student-loan-lender-for-unlawful-practices-through-ai-
use-other-consumer-protection-violations (2025).
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(= ) OCC Bulletin 2011-12 #2 2025-26
1. OCC Bulletin 2011-12

# W 1 & (Office of the Comptroller of the Currency, OCC)¥£2 5t 3
g€ £ 3 # OCC Bulletin 2011-12 > 5 5 4173 &5 253k & ¢
Behrgdp o CREREHAPPA RS AR BRI B
#Zdp sl etz 42 #AI R & F 32 (Model Risk Management, MRM ) 7 ¢ 4
”/r'“i’”é o i #1473 :157 FK;}Flf,]m"% BV r‘”iq/ a2 B az§£? TR & 417

Bk R BB AR UA IR R RS AR E AT
8175 6] o @mﬂ%ﬁﬁgm/fwﬁaéiﬁv%%ﬁ%ﬁﬁ%@*
AAEETT e it R R RAFRHFERY ERFASEGRE D
Bl %7 (Validation) R B %FER L 5 - AR TP (¥ d 2
Bos /2t ¢ X ;ﬁﬁ‘\‘.? f';ﬁ:ggge.—eggiﬁggﬁ) S BRTE A ﬁ[@ﬂ%{izﬂg
'—'nb A PRBORETAERBENA RS L A s R T EN
¥R A 9‘5‘»#57}?—378°

BEAER e fx%‘p 31L& RAT T 0 RS - AR kAR (2
Lax E - X :&Q%gi{p?) ’ 11,’]&5—%{’“]{@-&‘7?%%@?% - "E.”ﬁ e TE
A FEH S DRI - BAEF AR A
R PR B EMIE T 2 BRnE ) =
il (ZRFER) FIER (FEREZARFR) - 5
LA (g wamplgE) 3o FeIERA T 0 dp sl dp L R e PR

372 Id. Part 11L.B.

373 Id. Part 111.C.

374 Id. Part IIL.D.

T4l (Model) = 57 35t 10 $W§&§@m e R ey~ HeI AL
Bt Rt RARRIE B FH A AR 2 BRI

376 BOARD OF GOVERNORS OF THE FED. RESERVE SYS. & OFFICE OF THE
COMPTROLLER OF THE CURRENCY, OCC 2011-12, Supervisory Guidance on Model Risk
Management 1-2 (Apr. 4, 2011).

377 1d. at 5.

38 Id. at 10, 16.

3P Id. at 10, 12.
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2 fE i £ - OCC »t 2025 # % # OCC Bulletin 2025-26°%" -
2. OCC Bulletin 2025-26
OCCHH ot g i A®RSGFTFIEZE LT ER* OCC 3R
'R Rdp s B BPRBRAT DR RRTT ~ FAFEE R AR Y e
PiefE e F E Rt o # ¥ AR D AFRAR G Y DA R T
HHA D PR F ?Mﬁbﬁeﬁbéwrﬁi% LAFF2 8T o o
o ARREOEARBR LT SONHRIR Y FRLA - (4D
% —HIJ,_!EQM382
“P%mcmﬁiwlﬂﬁﬂ&%ﬁﬁﬁﬂﬂﬁﬁffﬁiﬁ#%
RFRFERNASRE »OCC % § WFLUFIHp LR Gjer ~ £758
Bo v 2 A R F AR fe o de [ & SRR O HCE] S E A 5 f *#Eﬁm v 2
BEpoTyra®.

(=) SEC%p # L"V»;‘ﬁ“‘ FEFE IR FE

ERFTEREM G AR 0 FRES LS L A € (Securities and
Exchange Commission, SEC ) &E*ré AEZ B ALZ S 2R R

URURERE Y T PES (Investment Advisers Act of 1940 ) » &2 p v‘mL;}h

ZHRNIFBE I EEET AR A 2 SRR

SEC ** 2017&”!735@?:15::}@51 (Staff Guidance ) (242 & & % e & 2
a5 ) dp o $#E 4 PO (Robo-Advisers) 17 3 32p HFAER o
”»%P@ﬂw"?aﬁ?i@aﬁWimoﬁ%H%eﬁﬁﬁ&e
WERRESN L2 R o243 vrhimhzhine
TRERG S AT ARG TAN LSRG PP ER ﬁﬂm&ég
AR R EAFTANEFRE S ZRFTIERERGIRE > 2 H SR
F LT LIRS E AR R A 4 2 AT R 'k o SECH D T RET
BRGEBFPE A PFTHENHE - LR B ERN FER
);;—‘;Q?J. s TGEE Fg#‘:&zﬁ ;; T£%1i386

¥

380 1d. at 16, 18, 20.

331 OFFICE OF THE COMPTROLLER OF THE CURRENCY, OCC Bulletin 2025-26, Model Risk
Management: Clarification for Community Banks : https://www.occ.gov/news-
issuances/bulletins/2025/bulletin-2025-26.html (Jul. 5, 2026).

382 1g

383 14

384 1U.S. Sec. & Exch. Comm’n, Robo-Advisers, IM Guidance Update No. 2017-02 :
https://www.sec.gov/investment/im-guidance-2017-02.pdf (Feb. 2017).

B 1d. at1,2,6,10.

386 1d. at 1-8.
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2018 # SEC 5 x #HPF AR R FHN2 76 0 &~ W H
Hedgeable, Inc.22 Wealthfront Advisers LLC % & g4 o SEC % 2>
Hodgeable FIFHE 5 4 it 7 2 30 b 4 o 2 A5 e o ot

sz QAH A>T ‘§¥%HWW,W@MﬁmH“ﬂﬂ§ﬁéﬁ&
Yerwm T pE SRS g e 8 (wash sale) o %’“,T, VA 2} ﬁ“%}%%
ERAZERAFARLE IRFHEEF R L EERRG 3'35-
PR TR FTHER GEEREEE R LY ﬁﬁﬁﬁ ﬁ?ﬂ
TRZEFE RN TFTERLFEFHENE P INERBFIZ 5 20> R
RFEFE T TR DG SR 387 o

H 15 > SEC # & 27> 2021 &’?# i MRS Y F 2R (electronic

investment advice ) 2 kb "G AT o 3%~ FRANF B L SR D 0§

LA Sl FEAE R G Sl a3 %%}»'ﬁ“ﬁl*ﬁﬁ A PR PRS2 R R S
ﬁgiﬂﬁ%&,ﬁﬂﬁx r\:yF.iz,u;z;;?ﬁ—a A -«_Ir,ﬁ,_;;gﬁ
R PR AR2_ 4388 - SEC & ﬁﬁﬂ’ ATELRTIZRAE 0 A& B¢tk

N
%P?ﬁ%mﬁw%*ﬂ\ﬁﬂﬁﬁaAﬂéiﬁwni»w%a%ﬁ
Rk ﬁrﬁ%f‘rﬂﬂ“ BEA P FHEEEERPIES L R (T
g RN F FHEETA

L':

» SEC 2023 £ % 0BT IE R dicdy 4 17 (predictive analytics)
2OH b g 2RI R R HE RIG R 2 % 7 (broker-dealers) & 35 F AR
¥ (investment adv1sers))7fu_,< AR BRI F A T Bt 2 JIF R
B2 R ERSAILBE] > LB eI B B

R B BT AIET R AR s
S RS ?f;};!:ﬁmﬂ EFGFRCGIESREERFTAEE O MEHR
e N RS - P2 R ORR oo BEARIZ IR R T T 2025 &£

SEC & *%ﬁf’v%wiﬁmij-%m’.e i E
CRIRRIM IR AT BRI EE S ALl 1 AR
'F? 2= F\: ’i{—’» - I%\ o

SEC 2024 # 3 7 18 p 3 Delphia (USA) Inc.%2 Global Predictions,
Inc.dt #1443 (76 2 5 SEC R FAIR 2 ALpBhi “H 2§ 442

T%!L
o TE

37 U.S. Sec. & Exch. Comm’n, SEC Charges Two Robo-Advisers with False Disclosures (Dec. 21,
2018), https://www.sec.gov/newsroom/press-releases/2018-300.

388 SEC. DIV. OF EXAMINATIONS, Risk Alert, Observations from Examinations of Advisers that
Provide Electronic Investment Advice 1 : https://www.sec.gov/files/exams-eia-risk-alert.pdf (Nov. 9,
2021).

¥ 1dat3,5,7.

30 U.S. Sec. & Exch. Comm’n, SEC Proposes New Requirements to Address Risks to Investors from
Conflicts of Interest Associated with the Use of Predictive Data Analytics by Broker-Dealers and
Investment Advisers : https://www.sec.gov/newsroom/press-releases/2023-140 (July 26, 2023).
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% %&b 7 E_SECP 7214 & Al (Alwashing) ' 5 o 3 7 B 2R3 X2 F 37
HEFFTELaRA 5392 o

%Delphlaas\%i # m 5 > SEC ¢ 4 3% > Delphia p 2019 # 3 2023
B B SEC ¢ 2B & HABF 2L FTRARE 2 P gk o
IT%—’E—' FHEr AlGPETYFEEZ " HB{pUEFRTAR-F > T
B B R 2 it S Delphia 7 fLH 4B 8 BcpiE i 5 ALY T
TR T A2 o P B ARE 0 THRART 0 R R D Delphia L S
BT Al ER Y i Delphla 52021 & SEC 6|74 & 8 FF

-~

*B&é%?*w%ﬁﬂm’i~ 7 {ﬁﬁ%%’”ﬁgmﬁﬁﬁ
W AT AR 2 E 2 F R 0 # 45T 2022 B R ATH fp
Mﬁﬂ TR RERS LN RATEBEFET R PR
EEES - S A AN Rl

k. Global Predictions @ % » SEC 3% %_Global Predictions = H fe b ~ 4+
%Hﬁ"—"?%ii RILGFEFLES 22 3B S RHEp P TERETHE2
Al ERAER > X R esht 73 F B8 g T TAl o2 &
], SEC i&- # 322> Global Predictions # ;% & )< i 0§ B 2 ;}';?:El A
HTEFREEEALL FRAER' | 2 BAL o ¢t b > Global Predictions 7 A 3% €
:}51;%~ 2 g 4k 548 B 3 (testimonials) 4 Lz 1 F B thopa) 2 2 &

= ﬂjy; R 0 B hAREZ T ERKFT AR 2 (Investment Advisers Act of
1940) % 206(4)iE#2 4 SEC #i37 %2 F4IRR] » »1& 2 fc Rk 2
,ﬁ:../-g—-: y TP O R v‘_k.Jlj X 'Fﬂ 2 IVJL e 4£§£%394

7 # B % % > Delphia &2 Global Predictions 4 %| f ia‘i% SEC 2 #% 7
2 @%b 3 ¢ 4 5 Delphia B & £ # 225,000 % &~ 2 %X % § 4 > Global
Predictions Fr & £ 7 175,000 % ~ 2. X % § 3¢ > &3+ 400,000 % ~3%

(2 ) Federal Trade Commission Act § 5

391 Al Washing, WIKIPEDIA, https://en.wikipedia.org/wiki/Al_washing (last visited Jul. 5, 2026) ( F_%&
TEAL G- AR :FﬁipF-“«z CApEF S AR R F A DE B Hp i 355 2 i/i

By BH AR RBPAFES @ 7 AL AF R FHEMRG AN A4 2

= TAL g ] ) °

392 In the Matter of Delphia (USA) Inc., INVESTMENT ADVISERS ACT RELEASE NO. 6573, at 1 (Mar. 18,

2024), https://www.sec.gov/files/litigation/admin/2024/ia-6573.pdf; In the Matter of Global

Predictions, Inc., INVESTMENT ADVISERS ACT RELEASE NO. 6574, at 1 (Mar. 18, 2024),

https://www.sec.gov/files/litigation/admin/2024/ia-6574.pdf. See also Press Release, SEC, SEC

Charges Two Investment Advisers with Making False and Misleading Statements About Their Use of

Artificial Intelligence (Mar. 18, 2024).

393 Delphia (USA) Inc., INVESTMENT ADVISERS ACT RELEASE NO. 6573, at 3-5.

3% In the Matter of Global Predictions, Inc., INVESTMENT ADVISERS ACT RELEASE No. 6574, at 3-6

(Mar. 18, 2024).

35 In the Matter of Delphia (USA) Inc., INVESTMENT ADVISERS ACT RELEASE No. 6573, at 8 (Mar. 18,

2024); In the Matter of Global Predictions, Inc., INVESTMENT ADVISERS ACT RELEASE No. 6574, at 8

(Mar. 18, 2024).

s.‘ii
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=% % % B ¢ (Federal Trade Commission, FTC) 7% ik # #- Al 7 &
iigﬁgé\ﬁ*‘&éﬁ%i&% ArHm ,ﬁFﬂns—gﬁz;lﬁi;ﬁ;‘é
%47 < FTC 2 n,-—a‘@;gmi{@f INEET NN SR -t

Bgs i RIS B X TN AR RES R ST L AR o FIC
w2023 ETOBERALL X /i%_,e, Al ApB 2 fL2 2R 7 "”ﬁ*u Al & &
BPRFEZ Gy 4 v (Bldez LE AL REZ 0 BEF KB HERFTHEM)
& A F A}'}Ti",'ﬁfﬁ!}&?’%ﬂ%"F’T%HITIJr.%’# Al | 175 =%
513 % F = {7 AR 4856 o
Leb s FTC %54 =58 Al #7% k2 /%% (Deepfakes) ~ 3F 5 #
%,%m&% “?ﬁﬁ#%lﬁﬁ"?*ﬁﬁﬁﬁ(ﬂ%%ﬁﬁﬁg
P4 % R x%ﬁk £ )°2024 & > FTC 2 rﬁiﬁf]‘%‘i’ﬁl%% L ARLR
(Rule on Impersonatlon of Government and Businesses ) & ;% 4 sz » & FTC
’F’,T*up R A E R TR E S RAE RN B R R R E
FTC ¥ # B4 2o R > B D A 2 p 2o B~ > 0w i AL 2 S00F
B2 0 b FAFE-E AT k2 b g o
2024 & 97 25p FICz # 7 7o P ANz 7d > (L HyHF 4
?ﬁﬂ* Al 3 Frghet 3 o L (37 saﬁrﬁ%;z*ﬁﬁ;‘ fFhen— A > ik F A
7 @éﬁ'—%ﬁﬁﬁw‘\*% A BREADKEZL AL ¥R 2 HEd &
IFMJJ FRiEmL A s Al & FRpAPT e Tk 35 0% FTC 4251 9 =%
kLR g/zt (Federal Trade Commission Act) % 5(a)if » ;2 TA L 2 {7
AR EEd Y 2% o T A g e % (unfair or deceptive acts or
practices in or affecting commerce) 399
ifir}ﬂ*-li ERILFLRZEEFED T > FIC ip 4 Ascend Capventures Inc.
v T g Al (cutting-edge AI) % & 5 @048 5 ﬁéﬂvliu%;' ce i § O e R

EHEFEAFPUBREATHE "_if‘_im A 5&;}\&*‘71«3{
fer o A gH Ty YR Ea T o +3§§,A»~f;\yb;pu,,ﬁﬁggq
tb’%“éﬁzﬁ’pz& FTC dp4ri% 2 @ Wik ir o) 3 % % 1 52,500 F F 400

tb » FTC*+ 2024 # 6 * ¥ FBA Machine #& 423732 > i rd o TALSR® |
1L RB YR EEY TR RS C FREEIRE R S e R F R

396 Fed. Trade Comm’n, Comment of the United States Federal Trade Commission, Artificial
Intelligence and Copyright, DOCKET No. 2023-6, at 3-4 (Oct. 30, 2023).

37 Impersonation of Government and Businesses Rule, 89 Fed. Reg. 15,072 (Mar. 1, 2024) (codified at
16 C.F.R. pt. 461 (2024); see also Fed. Trade Comm'n, FTC Proposes New Protections to Combat Al
Impersonation of Individuals (Feb. 15, 2024), https://www.ftc.gov/news-events/news/press-
releases/2024/02/ftc-proposes-new-protections-combat-ai-impersonation-individuals.

398 Press Release, Fed. Trade Comm'n, FTC Announces Crackdown on Deceptive Al Claims and
Schemes (Sep. 25, 2024).

39 Complaint at 2 4 1, FTC v. Ascend Capventures Inc., No. 2:24-cv-07660-SPG(JPRx) (C.D. Cal.
Sept. 9, 2024); Complaint at 1 § 1, FTC v. TheFBAMachine Inc., No. 2:24-cv-06635-JXN-LDW
(D.N.J. June 3, 2024); Fed. Trade Comm'n, In re DoNotPay, Inc., Letters to Commenters on Proposed
Consent Order, at 1 (2024).

400 74
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B RUEENEARR FEE A4 1,590 HE A mok
%ﬁﬁ%ﬂﬁﬁﬁﬂ*’%%$4WM%ﬁi%ﬂ§§‘ﬁ§m°@%’
FTC 7 3547 DoNotPay = & ¢ fide i " 22k 5 B Al 2§  (the world's first
robot lawyer) 37 REPRF% » BAL* = 80 [ 2 Begr i fr 7 1§ T A
w2 Twrprd £ >3 oxai i 2, 33 M AL R R
2,000 mF 2 2 EFE SR FTC ;27> DoNotPay & & ¥+ H Al Firx % %
4*ﬁﬂ@mﬂﬁ~%%%?‘??*ﬁU% FIRIF&E 0 Sy B

WA AP = DoNotPay & £ i 193,000 % ~4cfz £ » ¥/ % 2021
ﬁi2m3ﬁﬁ TR S A AP RIS > T B A LA ik
LT EHERBE TR E o B EPRF02 0

$o8 WEmBDE

iz National Conference of State Legislatures (NCSL ) %3t » 2024 & £
3 31 VEEFA G AL 4R Fﬁ‘g-\/z ’*# %5 52025 £ RF 38 MEiTE ’FH «L
%100 78 AIJ}W&?%*@ o FRm s XM «5@7 Al 5 2% et R T
gﬂﬁﬁ»%@wﬁaﬁgﬁzuxgg’immr;fﬁ% ﬁrgi
R, P2 et SERRETEEL - B AL S TR
AWEEMMEREIFZ R F1EFLERFERZLE P2 g =
Gramm-Leach—BlileyAct (GLBA) % Fair Credit Reporting Act (FCRA ) *®

2 £ EE T Tf'—l-‘é%““ ; #Eﬁé’%rﬁ TOOLLHERBE AL R YA

¢a%ﬁa¢4ﬁ,2f%-%g TR Nk T RS (dod
NYDFS) Mr’ﬁ?’i T2 mfz%EJr bﬁ’; T o At TR s
& ALE F 2316 %&9%k¢’&wm%uﬁﬂ?9ﬁo
=~ 2 /é
(=) # %&£ % 1 SB24-205 (Consumer Protections for Artificial
Intelligence )
L 22 pehs % 92
F B3 5 1 2024 # 3 iF SB24-205 0 *t Colorado Revised Statutes %

6 7 % 1 % #73 Part 17 (Artificial Intelligence) - 5 ' & & @ -4 Al % 3t
i F Ak 22 e A gedtio

401 17
402 1y
403 See, e.g., Maryland Online Data Privacy Act of 2024, ch. 455, 2024 Md. Laws (exempting financial

institutions and personal data subject to the Gramm-Leach-Bliley Act and the Fair Credit Reporting
Act); Va. Code Ann. § 59.1-576(C)(1) (Virginia Consumer Data Protection Act) (exempting data
subject to the Gramm-Leach-Bliley Act); Colo. Rev. Stat. § 6-1-1304(2)(h) (Colorado Privacy Act)
(exempting data regulated by the Gramm-Leach-Bliley Act).

404 Colo. Rev. Stat. §§ 6-1-1701 to -1707 (2024).

69



BEEP ) o REg AL AL BB R H R H ST R
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GELH R LR RE VRIS fﬁ&%Alﬂ%@rrg
% | (deployer) & "B % | (developer) AR B rfﬂ%‘ﬁj
f"‘ip?“%‘rs&"ﬁ Al i %oz A o rFx’HﬁiﬁJ Prdpk st ~ EHESR & AL K

SB24-205 P h % Fw 2 i ¥ K ARFFEP A TF L%
s % | (high-risk artificial intelligence system) cRZETER BLh'% Al
A fidg AR FERS BB AT %fr%f‘?‘riﬂf*ﬁriii
( consequential decision) z_ Al % 5407 o x er?ﬁ S g B R
%4£ﬁ?~ﬁ$‘$ﬁ*$?ﬁﬁ‘@%‘ﬂé‘%%%%ﬁﬂ%%
KA S 1_3;408 od T AT 2 EEP R Al 2 F oo o BN
FAflEgRe P EREARIZREYHEFE >ontra g dl9rs Al

* i o

SB24-205 P <~ # ot Flig * Al x%im &2 2 [iF5 2R
(algorithmic discrimination) AL ”er]a-’ BUAR 0 Trdp AL Bt g i
B HAMBAA N ETEE B E R FE 2 LN FEN

b > SB24-205 7 & RN % B B “ﬁ INBKICESER  JE P -X §rEa W
FIAsF] o 30F F20 20262 27 1 p A HSIEF B R AL L g o @
& 2%

B R & Al ,Z‘i Fuzo e (impact assessment) v PR /)E“' i@
Jﬁgéﬁm&%’vr@wwtnﬁﬁ 3 ﬁﬁ%iﬁﬁm°§A1
AT

IS VAN - H 2 ZEA AR AR :};ﬁ&%.ﬂz@,;ﬂ'#’.ﬂk&;&%
Alz_ @ % F25 > p Hav X7 gz & 4 ,Tﬁ.w’ N G-
R n2 HE
3. WAl Eank
BALE A G 0 SB2-205 B2 R T SHER R S R
EERFRPFRUR oG F A2 2 750 RBAHEIVETLI AT

405 14, §§ 6-1-1702(1), 6-1-1703(1).

406 14, § 6-1-1701(6) (defining “deployer”); id. § 6-1-1701(7) (defining “developer”).
07 14§ 6-1-1701(9)(a).

408 4. § 6-1-1701(3).

49 14§ 6-1-1701(1).

410 14§ 6-1-1703.

4174, § 6-1-1703(4).

412 14§ 6-1-1706(1).
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(=) A4 tsg it b P2 % Bolstering Online Transparency Act

(BOT Act)
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413 1. § 6-1-1706(2).
414 1. § 6-1-1706(6).
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415 T1linois Commercial Algorithmic Impact Assessments Act, H.B. 5322, 103d Gen. Assemb., Reg.
Sess. (I11. 2023) (introduced).
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416 T1linois General Assembly, Bill Status of H.B. 5322, 103d Gen. Assemb., Reg. Sess. (I1l. 2023~
2024) (last action: Session Sine Die Jan. 7, 2025).

417 1d. § 5 (defining “automated decision tool” and “consequential decision”).

418 74, § 10(a)~(c).

419 14§ 10(a)(1)=(8); id. § 10(b)(1)~(6).

20 14§ 15(2)~(c).

21 14§ 10(d); id. § 10(e).
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# advisory & memo 17 A F T WG 2 EHA X Al > T H
FEERTENZM S LG -

(=) =9Y&miRitrF (NYDFS):Al$R % 2h '8P 4,5

23 N.Y.CR.R. pt. 500 ( ™ f£ Part 500) &%= %V & gPR7+F (New
York State Department of Financial Services, NYDFS ) % 2017 & i& 45+ 417
o~ iR R & RRPRARE SRR T T ‘ﬁﬁi&ﬁﬁ%m’ﬁiépm
lﬁﬁﬂf@$ﬁﬁjﬁ§”}§_pr§)§i§§twﬁ¥%?"f&%‘? A SR AL, I i
NYDFS 322 & mi$fpE = IR 2 T % ij‘ll’F}-F RO R A
7 3t (Nonpublic Information, NPI) £ & f& K $t2 f& T i 422 5 Part 500 **
2023 F & NYDFS:E7 % - €231 » 82— i heEp n2~FF
EEFE S = pRIFIREE FA25

Part 500 4] %5 T Al A &mA ¥ fHEF* » BRFPA T
AL G BT i P AN AIA p R AP 2 R
R o WEE AL R E 4 SN ATEREREY L 24 5 {ﬁﬁ:&%}ﬁﬁp IN
oo B i e 1 E 55042 0 NYDFES #2024 & 10 * 3 # Industry Letter > i*u
“Cybersecurity Risks Arising from Artificial Intelligence”4p 1 - Al 23 & ©
TR emPHELFTErs T2 PP yER " B Rt
sl A AR PINE AL M A F = REFT AR
AR 3l Al 1 B 3T A A RTOT LR R 0 #3512 URNIRR
(deepfake ) HpFar4epl 2 AA 2 1 #2308 ~ Al k5 g ¥ ag? + £ NPI#73
R2OFHL B R o 1 E EeR I AL B N 2 SR IRAE R R R AT 2
Ms4dife 33t o NYDFS X P gg ot > 3% % b '& 7 H = Part 500 3§ * 4 [l 2
then TRTAVR 'R 0 @ AR~ % Part 500 T & 2B %R s
BRI

AL ¢ 5 Part 500 &wsﬁ;;u Fip L Pos 2 Re R 0 fre A
Y T L NG TR ST 1 RER T IS € S
LR L ¢ﬁﬁﬁ3fﬁi¢ﬁﬁﬁ ERPHFP P 2SN AL pldel r A
PREAFE MR~ B2 I H 2 ELAT  HF AL P IR B
PR AL AR L TR s - 1% ¥ & Part 500 #7& f2_§] B4
Bt I S REE Al R FTERGTEFER S22 M EAR
SR eE 20 Al & X@;ra«sﬁfpﬁ ABEERGEIE S UE
FAVARBPENPIZ 2P Fd e REERD -

4223 N.Y.C.R.R. pt. 500 (effective Mar. 1, 2017); 23 N.Y.C.R.R. § 500.0 (Introduction); 23
N.Y.C.R.R. § 500.21(a).

42323 N.Y.C.R.R. § 500.21(b); Second Amendment to 23 N.Y.C.R.R. pt. 500, effective Nov. 1, 2023.
424 New York State Dep’t of Fin. Servs., Industry Letter: Cybersecurity Risks Arising from Artificial
Intelligence (Oct. 16, 2024).

425 Id.; see also 23 N.Y.C.R.R. §§ 500.2, 500.3, 500.9, 500.11.
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(=) REHE "

% % £ 7% % (Massachusetts Attorney General’s Office, AGO ) i 3
Cetif 7 Jﬂ" i Jé ) GL.c. 93A, §2 % H% 7FHP] (940 C.M.R. 3.00 et
seq. 5 940 CMR 5.00 et seq.) » T B*:‘T*u (e F 42 ) G.L.c. 151B, §
4 FH% 272 GL.c.93H 2 # » {7 27] (201 CM.R. 17.00 et seq. ) &ﬁ
th & A+ > @ ®  Attorney General Advisory on the Application of the
Commonwealth’s Consumer Protection, Civil Rights, and Data Privacy Laws to
Artificial Intelligence (& - " " Al Advisory ;) > M & Al ( 7 /7 82 4
ok AL) 2B o "fffff':ﬂb"’x%’* 3*”!“*#;55'426 F 1 AGO ﬂgﬁi;}ﬁ 4
%> Advisory 2. P iR E R E G TG VR BN FROCRRIHE AL 2 G AR R
B HH W A R 3t Hnid (stream of commerce) FFZoiE * AR R
R Al BT i F R F A A EF > mre oy E
N AR LGP AT EEE R Jr"@‘f‘~ilﬁ. w OAl 2 s
TR TRy ?’ﬁ'ﬂl P PEAGAARAE ) 2R BRI L AR R
V(e p hmE GALZ - S AL A » 2% 325 « 4B % 5T 6
go I E 2 7)§ i ’&Ji"ﬁ)"

ﬂluuxha o U et RIS 0 s ATRRMZ 7 5 T A
# = Chapter 93A § 2 #3} runfalr or deceptive | 75 » & 35 ( i
FAHAL A2 BB ES T AP HLAIEFHF 2 BB atPo
%lr'ifgn—)a Bope ~EiFRY AETHEFRAIAPFZ AL T

AEE TR gjﬁ#AIﬂm%TLﬁBmﬁﬁﬁi%ﬁm°ﬁ
ﬂ,ﬁ%A}Nw7 1 I 58 B~ RS RETT RS 7
aT g TS AKRRAASRE | 22T 74
Lﬁﬁﬁ%ié"*#—f‘wki B g TR AL A
%‘Ef?gﬁ‘%éiﬂ‘éLf% 12%5-431°

R : NI .,D/E\ﬁz <<}'ﬁ HE R ?n&;ﬁ#ﬂL%)(GLc%H‘f
201 C.M.R. 17.00 et seq. ) » F]#* Al F’“’"} o xf—f@'ﬁ B '“FL*]’},@;:}%BML/»QE
i@ﬁ%u%éAIs%w%?’%*?ﬂ’Tﬁﬁpﬂﬂﬁﬁﬁﬁéi
#7%; ¥ Chapter 93H 2_i& & {7 5 ¥ d Chapter 93A 2 % 8 41,5 4&2 - fir
AT Advisory 7= dp 2t 0 i F sARZ (GLoc. 151B,§4) # .k ATF ’1%'*( .
B B R FINE S G AR 2 P ¢ F AL 4

426 Attorney General Advisory on the Application of the Commonwealth’s Consumer Protection, Civil
Rights, and Data Privacy Laws to Artificial Intelligence, at 1 (Mass. Att’y Gen. Apr. 16, 2024).

27 1d, at 2.

28 1d, at 1-2.

2 Id, at 3.

430 g

81y

32 1d, at 4.
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AL % 2w B2 A 5 2 @ F Chapter 151B ¥ it #£= Chapter 93A &
AT T AR R

Bois o BV BE T RAABRERG (FE %%ds%ﬁ&ﬁﬁw
iz ) (£330 12 US.C. §§ 5481, 5552) » & 12 (WHZGT 5 &2 % 4 ¢ 2 )
(ECOA ) 2z adverse action notification & J 5 ] » P 77 FKJE Fm g 3t AL
gl o Fle iR @ AL A e R E T Er B4
2 JE PR s T8 B

= ) % % 3,)\' ;U 1

B2 ks, Ve 2 # 2. Memorandum to All State Officials, Agencies,
and Concerned Parties: The Application of Existing Laws to Artificial
Intelligence to Protect Connecticut Residents ( = # " & ' AlMemo ;) > #
At Al R HRZFFZT RGP | & S ERfR ;G E %ﬁr
i r o AL sy 31pe 2450 B Al Memo e (S %) § & P
%*vx“ﬁ%%ﬁéi%“ﬁ%ﬁﬁ&ﬁ%iﬁﬁi?%iﬁﬁ’i
# 31 Conn. Gen. Stat. § 3-129g ¥ 2 H (¥ X% 22 k2 - ¥ >
A4 Al Memo PP 8P 5 3% LA ’h&"z\ FRERAINEEZLLE T
B g 4R %MHQLi,m#%T Mﬂf&T?xﬁmg,zp@a,ﬁ%
ﬁ rg, Jr 437

EEALE s o (B FALE#02 ) (Connecticut Data Privacy Act,
CTDPA) B&A= A XA 3B~ { I ‘ﬂ'“lr‘iﬁ’d BlAZEEN T HE T

T AL RIE 2. opt-out | 3 H ? optout ¥ FrH T ¥ AL B FiE %4‘ ﬁ:-‘ivﬁ“—?i s
TR 2 p #1247 (automated profiling ) - CTDPA ﬁ*’#]ﬁ %
ﬁ%%?ﬂ&+“ﬁﬂﬁ@ﬂww%ﬁ(@%?* R
e prEp o $mE ) T E L EEFY R F AR CTDPAﬁﬁ GES
5] #1848 o Lok 5 & Public Act 25-113 (2026/7/1 ;4_*'{), & ¥R EEST K
$&4*ﬂu@ﬁﬁrﬁﬁ*ﬁ%ﬁﬁmﬁjiiﬁwwzaﬁw%a

2147 (profiling ) "f LR EigiE ’-"'L'rflj 2 B GE 0 *# CTDPA #

ﬁ AL Memo dp I TR B Y - AU TR E 2B AR o R
(4 Safeguards Law ¥ Breach Notification Law ) » ¥ 3 ﬂ9 breach notification

i E 2 BEF AL G OR A ",fﬁﬁﬂ;ﬁ;‘%”ﬁ? FRELE ~BEE 2
#\‘*J(’"L\ﬂ—*\—‘%i““o

433 1d.
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435 Memorandum to All State Officials, Agencies, and Concerned Parties: The Application of Existing
Laws to Artificial Intelligence to Protect Connecticut Residents, at 1 (Conn. Att’y Gen. Feb. 25, 2026).
436 1d, at 2.

$7Id at 2.

438 Id at 4-5.

439 Id at 5.

40 1d at 6-7.
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e R ERES G (B 2T 2k 75 02) (Connecticut Unfair
Trade Practices Act, CUTPA ) % 3L} % ﬁ G A ST Bk QS 752
B E_FT AN & #Ef“” » B ATMemo M B7F 2 5Sdp > F A E LML AL
SmE AL R 77 4 ﬁ%ﬁ‘é’:’*fAI)iré”ﬁ o s AR A TR F M
o A0 AR S WA LR G T
CUTPA it # - &r’$ﬁn’;3‘£%§-% GAL © 3 TAI %+ 24l AIEEFH | 2
W X N E T /}J ‘gﬁfﬂfé#fﬁﬁ"ﬁfﬂ’ﬁi““"

-V
(S-S L

ST FRE AGSE - - 2B Al e e TRk o
AOEERSBMBIEAS X B WG R L A N T
R o 5o 7R £ ’— PREML G e BIEF R T v L piFa o Td
IR R AE Ty 2 L‘«%‘«%ET v BTy ﬁz&&xéﬁ?iﬁﬁﬁﬁ‘tgd °
J+.'_|Jé§ Bd o 2 FBREERFABTERY N VERE L AL B2 A

BRI B &%%§ T et g s e A ”%ﬁ%%ﬁ”
LEmE GenAl B F s ThERE R FMEZH Lo i 4o 7
HWPELE VA LIEEENT O RAEES Fao- RESEELR mjrf;‘]
FReAETAY Rz RS B AFTERFOE SRS
R

%

g A L VLS EYRETE LT § K
( Conference of State Bank Supervisors, CSBS ) #3a#> s+ & 1454 » 5
LR IR FIZT Bz Y o CSBS © 322024 & 8 7 22 p = =
Artificial Intelligence Advisory Group » ¥ & & % ~ £ g i & 284 ] e
b Fo » CSBS 2 1'4%@3;, FHRE AL & & BIRTHAT S FFWM%IM )
2 [ EmeL o I *};‘;“‘]‘,E,;Egllg Al fpl 2 2 &~y gne
(superv1sory) “%443 °
W AT R - R R P REETS L ER O RERTBIFIFZ AL
'I’Eiﬂ\'ﬁt%?%]?i] Al ;‘Eﬂgﬁfﬁﬁﬁ?‘lﬁﬁ‘?fﬁ B E iﬂ",ﬁ%aﬁﬁi%%i’“{” )
FRATPEERAF pEZER S FLPELET 508 R F
Bfpiile - g W griE FEOTRE x4 g 0 g I E RS
R A E w%47$?&%#GmM’ﬁﬁmﬁﬁﬁ$€\gﬁﬁm
W TRARE 0 U R L B T 2 dp 5]~ B LEE A B RAIRGEA 2
IR AAGYIRERFL *rﬁaﬁj’ﬁmﬁﬁﬁélii%# N

N

“rd at7.

42 Id at 7-8.

443 Press Release, CSBS, CSBS Establishes Artificial Intelligence Advisory Group (Aug. 22, 2024),
https://www.csbs.org/newsroom/csbs-establishes-artificial-intelligence-advisory-group (last visited Jul.
5,2026).
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APECT R P I 2 PR [k o & RGBT A
%wﬁi?’%%ﬂ*1MiEﬁPﬁ%ﬁ§§§%%Fﬁ%ﬁ°%ﬂﬂ
AL AL FI T E P 22 > @ E58 T g s E H (Infocomm
Media Development Authority, IMDA) B Rhed & oE 5 (Monetary
Authority of Singapore, MAS ) % i # #8 > 3 3 F - "J~ PR L L=
BRI~ dpal R R X502 0 B E RS SRS AAATER G P

[ER Sk

-8 RFrExiomiei
Frivdl p 2019 #4=d IMDA 2 B A FTHLiREL R g ( Personal Data

Protection Commission, PDPC) £ F % # (Al ;2 4= % ) (Model Al

Governance Framework ) ;> 2 2 1/ 3875 T8 B4 ~ 4 3 ’}ﬁlfi’ R~ FEF

RN ES T R BTSN O L I
%i¥#wﬁﬁz§’ﬁﬂcﬂﬁ?ﬂn4ﬁ%¢# (2 23 Alis3E=2% ) (Model

Al Governance Framework for Generative Al) | > 3 7| p 7 j# ‘/)%1 ( Content
Provenance ) ~ B|3# ¥ %2 (Testing and Assurance ) & # = ;% Al & ey
TG o

—_ 0~ Al ;;g*&_#‘é‘;: ;::5;444
p 2% d IMDA £ PDPC *: 2019 # 1 * £ 4 % ¥ - % » 3% 2020
ELTFER R PR BRE- BT RN ERR IR F )

v

FRpt kg Al g TER Y ot A 2 0T X G 2

(=) PR s
R 2 PR G B a3 g ek | AP F R AL

R T Al MRS R G B ETRT hE ER R SR

FHRFLELE§7 Y

(=) #|TA 5 58 AL DR

444 LLLJfE-%‘%l ‘J’?ﬁﬂlq’i”"l’}}}‘# s @ Kr_g %;g # 'r;—,AI ;‘;;m*sybp ° LL N LL*E%F—- —4;?—4- 2]
PF 22 MAS ;F# FEAT RRP|enpFrfF4piT > §PFF AF 7+ ind S50 AL o i &% 2 iz
H o 4 Iﬁ BT RPE DT AR mGPTZf*m » BRI R AR A SV AL e
FHp & AP o PR AT AT AL AI RIS B R EE 2 - o F P A Y iR AL oy
Sl gerral ¥ o ,_—:ci\lﬂi A AT TR o

45 Infocomm Media Development Authority & Personal Data Protection Commission, Model Al
Governance Framework Second Edition, 20, https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-
files/resource-for-organisation/ai/sgmodelaigovframework2.pdf (last visited Jul. 5, 2026).

48 Id. at 22.

¥ 1d. at 24.
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A f ik Bt (Human-out-of-the-loop ) ~ 4 fit B } ( Human-over-
the-loop ) » % ér_iE- i ,&ip AR RERAIE AL G il AR
ARRT B F AR S A b B RS E AR 0 ARG

A feik _Tgli Pl Edp A S ATV IRl de 3 A F B g

;K’ﬁgﬁﬂﬁﬂﬁﬂ%%ﬁ%
g - S x#’l‘; Eﬁ%ﬂa“o; .éjﬁk‘l FENFEEOEP R ¢
7z ¥ f2f# 1+ (Explainability ) ~ ¥ £ 4# | (Repeatability ) ~ & iz %
(Robustness ) ~ % #p 3 & (Regular Tuning ) ~ ¥ 3 j# {4
(Reproducibility ) % ¥ #£+% 1+ (Auditability ) % o
(z) FJITMAEAITHBEEA

»® %‘«7@ A WG A SR PRIFETE AI*? Jliftl—*’—;izﬂaﬁ"i’
FHARDEE R F AP

=~ 4 30 Al LB =3
d A74csl IMDA & 8 @ 2ty 1] % 5 Al Verify Foundation *+ 2024
ESV BT 0 L AT R R 122 o IMDA £ Al Verify Foundation
BALAIFEZE A H PP - A DA AV ALREEZE (Model Al
Governance Framework for Generative Al ) = & ISR R 4 = AL E
%3 Lb’f@ﬁ‘z“‘ﬁ”i IR o A R EER N 4;??1{; © 3
SIATRES R PR Y 4 BRI kAT I 73 Mz
¢ & ;a/;}étfi A o o

(=) F#%° (Accountability )

BE i% AT EF F il Xomf Eifh 74524
AL FEial e ¥obo AR RRE o ifog B T 18 ke
‘%&,’I ‘F}%_'ﬂ’ ’f”ﬂ}'gio

8 Id. at 28-29.

4 Id. at 30.

40 Id. at 36-40.

SlId. at 43-51.

2 Id. at 53-54.

43 1d. at 54-57.

454 A1 Verify Foundation & Infocomm Media Development Authority, Model Al Governance
Framework for Generative Al, 3, https://aiverifyfoundation.sg/wp-content/uploads/2024/06/Model-Al-
Governance-Framework-for-Generative-Al-19-June-2024.pdf (last visited Jul. 5, 2026).

5 1d. at 20.

46 Id. at 7-8.
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(Personal Data Protection Act, PDPA ) o ¥ i£3xi% i '+ 5 i #tﬁ‘f
(Privacy-enhancing Technologies, PETs ) {risf enjizid-= & » T fg] it 4
=3 IF*EL;/E?&:}T? 3B~ o
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ERAUR RS IR S8 i & = SRS VI R o

o TERF AR AR Y o RAGHIT R TR B D l—%ﬁ‘
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(=) ¥ il #*° (Incident Reporting )

22 Al R el SF ) > T2 2 RFEFEE > B WREAFY
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I ) Rl R0 (Testing and Assurance )

S EREDFFHAR > 585 = > (40 ISO/EC v IEER) shiplss
1 EBFHRELMRE PRS- REEEE D7 it o
(=) & > (Security)

A RNAIF kTR P o ek TR ZRBFITOL 2
LA %m%l IS @ /@w (Input Filters ) fr#fci=#2h1 & o
(=) P 7 k% (Content Provenance )

Ei@ﬂtf“;ii’bk ot iR o > e Al 4 S enp 3 0 MRHIFR

Tod T AR FRT 57 UKREPN FHLF
(~) & 28— P73 (Safety and Alignment R&D )
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A RS E A RALE R o
(14 ) 2 44 (Al for Public Good )

fFEa AL B3R 4 AR 4 i f 555 B4 (Democratising Access to

Technology ) ~ sk o> R FRM g # ¢ ~ A Fd 4 Faw > Tk A g
E o

ST 1d. at 10-11.
48 1d. at 13-14.
49 1d. at 17-18.
460 1d. at 20.
6114 at 22.
462 Id. at 24-25.
63 Id. at 27.
464 1d. at 29-30.
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* Al B # & o & |+ (Fairness) ~ % = 4+ (Ethics) ~ F § &
( Accountability ) #2 % P |+ ( Transparency ) e ," v AR % R PR
E?iﬁ?&«%%ﬂhﬁv PgﬁmﬁJ # FEAT R B3 (¢ 5 7 4 (£ e
FEiedE > ¥R B RO R 1 i$ﬁﬂzﬁxﬁ E R MR R
VAN N 3_4116 o L I“}'Jfﬂ Jfg.

Moo o¥ A A AT KRR 2% (o oT R o~ o~ T
FRE ) AT BN TEF IR AP ERE- AR RRIFL
Lo RFERBEEIRENI I H 0 B4 184 (Benchmarking) ¢
i FpRiE (Red Teaming ) R HCA % 2B B A M- F R AE > 4[24
4 AaVAL N2 £EREIR BT A - RS o

- > FEAT & B[4

(FEAT % R ) (Principles to Promote Fairness, Ethics, Accountability
and Transparency (FEAT) in the Use of Artificial Intelligence and Data Analytics
in Singapore’s Financial Sector, FEAT Principles ) % d MAS ** 2018 & 11 *
SRE BT ag sl g fe i £ Y AL 2 84 A 47 (Artificial
Intelligence and Data Analytics, AIDA ) # & — E @ % ahfr < R B o gLt 4%
S RPIEZER S A L MAS 53 AR SY AR £ RIS R
g7 Al fodicdp » 4797 52 il {0 T & < 14966 (Materiality ) | 33 B H 2R
e

BEARE g sl A W A MR R LT hd S50 AL F]ptdp 5]
PR BN L A AL 0 e dgale f AL ez S 40 % 5 R4 Bk
ii#*ModeMSwﬁ@#mp MGEAE AN A AR L S
P RPID SRR ERAAREY ATFEES SRA -

(=) =T

FE e AL enid- | 2 € & 45 2B A & ##let ¥ + (Disadvantage ) =
T e 5 AFA RS, - T ¥ (Ju tlﬁablhty)y Blde o @ F B A )3,,’
M (hefl )~ 8% ) FL 38 F 2 B AN Tl ~ R8P 0

S FEAT R B Batie st & ALAFE 2 ficdp 2 174588 0t =18 RRY -

466 Monetary Authority of Singapore, Principles to Promote Fairness, Ethics, Accountability and
Transparency (FEAT) in the Use of Artificial Intelligence and Data Analytics in Singapore’s Financial
Sector, 4, https://www.mas.gov.sg/-/media/mas/news-and-publications/monographs-and-information-
papers/feat-principles-updated-7-feb-19.pdf (last visited Jul. 5, 2026).

71d. at 5. 4p 514 AL R & G T es 8 B i 4 ik i ehgk s ) (Technologies That Assist or
Replace Human Decision-Making ) °

68 1d. at 7.
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49 1d. at 8.
4014 at 9.
4. at 10.
214 at 11.
YB3 Id. at 12.
4 Id. at 13.
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475 Veritas Consortium, Veritas Document 1 FEAT Fairness Principles Assessment Methodology,
https://www.mas.gov.sg/-/media/mas/news/media-releases/202 1 /veritas-document- 1 -feat-fairness-
principles-assessment-methodology.pdf (last visited Jul. 5, 2026).

476 Veritas Consortium, Veritas Document 2 FEAT Fairness Principles Assessment Case Studies,
https://www.mas.gov.sg/-/media/mas/news/media-releases/202 1 /veritas-document-2-feat-fairness-
principles-assessment-case-studies.pdf (last visited Jul. 5, 2026).

477 Veritas Consortium, Veritas Document 3 - FEAT Principles Assessment Methodology,
https://www.mas.gov.sg/-/media/mas-media-library/news/media-releases/2022/veritas-document-3---
feat-principles-assessment-methodology.pdf (last visited Jul. 5, 2026); Veritas Consortium, Veritas
Document 34 - FEAT Fairness Principles Assessment Methodology, https://www.mas.gov.sg/-
/media/mas-media-library/news/media-releases/2022/veritas-document-3a---feat-fairness-principles-
assessment-methodology.pdf (last visited Jul. 5, 2026); Veritas Consortium, Veritas Document 3B -
FEAT Ethics and Accountability Principles Assessment Methodology, https://www.mas.gov.sg/-
/media/mas-media-library/news/media-releases/2022/veritas-document-3b---feat-ethics-and-
accountability-principles-assessment-methodology.pdf (last visited Jul. 5, 2026); Veritas Consortium,
Veritas Document 3C - FEAT Transparency Principles Assessment Methodology,
https://www.mas.gov.sg/-/media/mas-media-library/news/media-releases/2022/veritas-document-3c---
feat-transparency-principles-assessment-methodology.pdf (last visited Jul. 5, 2026); Veritas
Consortium, Veritas Document 4 - FEAT Principles Assessment Case Studies, https://www.mas.gov.sg/-
/media/mas-media-library/news/media-releases/2022/veritas-document-4---feat-principles-assessment-
case-studies.pdf (last visited Jul. 5, 2026).
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479 Veritas Consortium, Veritas Document 5 - From Methodologies to Integration,
https://www.mas.gov.sg/-/media/mas/news/media-releases/veritas-document-5---from-methodologies-
to-integration.pdf (last visited Jul. 5, 2026); Veritas Consortium, Veritas Document 6 - FEAT Principles
Assessment Case Studies, https://www.mas.gov.sg/-/media/mas/news/media-releases/veritas-document-
6---feat-principles-assessment-case-studies.pdf (last visited Jul. 5, 2026).

480 Veritas Consortium, Veritas-toolkit - Overview, GITHUB, https://github.com/veritas-toolkit (last
visited Jul. 5, 2026).

481 Infocomm Media Development Authority, Singapore launches Project Moonshot, INFOCOMM
MEDIA DEVELOPMENT AUTHORITY PRESS RELEASES, FACTSHEETS AND SPEECHES,
https://www.imda.gov.sg/resources/press-releases-factsheets-and-speeches/press-releases/2024/sg-
launches-project-moonshot (last visited Jul. 5, 2026).

482 A1 Verify Foundation, Aiverify-foundation/Moonshot, https://github.com/aiverify-
foundation/moonshot (last visited Jul. 5, 2026).
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483 Monetary Authority of Singapore, Information Paper on Cyber Risks Associated with Generative
Artificial Intelligence, 4, https://www.mas.gov.sg/-/media/mas-media-
library/regulation/circulars/trpd/cyber-risks-associated-with-generative-artificial-intelligence.pdf (last
visited Jul. 5, 2026).

B4 1d. at 5-6.

B 1d. at 4.

486 14 at 5.
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B8 Id. at 6-7.

B9 Id. at 7-8.

90 d at7.

86



B K o B A SRR o 5A AR GIBR AR T KA B
.}

fefre SFH BT DA AN AL 2 ERL M %iﬁﬁﬂ°

* 4 XAl 1 £ (4r ChatGPT ~ Gemini ) PF_+ @ a7 #&
%i@fﬁﬁiﬁa»wzﬁ FHEACA S AR T 2
PSRRI ERTAS o 2 BERY A A T
Aﬁﬁ%?ﬂm B 3R pEs T % 23k3 (Security-
by-Design) |~ 7 % F 42ik £ i 3 (Data Loss Prevention, DLP) fr& * [
REEE R S MR LR SRS 8 S EI B %640 - L 2024
E 3 5 4 AN AL ﬁ'ﬂgév’?ﬂ%‘ﬁ;‘ " AskTheCode | ~ " Charts | 4% IR

T ik ’I{‘?" A ﬁb/%/ﬁfx‘?ﬁ"i%"'ﬁzﬁﬁﬁ”;‘ﬁ;% P 3B
£ iﬂ” 11 Google Z ;r%;ﬁ #-fe Github F#L ;5 = 5 2023 # 3 ' > ChatGPT *#7

® PR —“:%ﬁia\&ﬁt’a\iil; PR TR RART A i A F R
PR F NI mBAAMIE S = 5 2023 230 > - AT S
Pt =42 f 1 @ % ChatGPT pFis iR AL £ o

(=) #3 B DS 9

T F AR B B R R e i TR A (Data
Poisoning)J FRECA L G {0 F s Fe s S B E L
ﬁﬂﬁﬂmwe‘@%ﬁémiovrﬁ%m$w%ﬁz”*ﬂﬁﬁA
eI (g Bl ) s RO FEERRAIRL  AER
i@ 1433 (Business Continuity Plan, BCP) ¥ 4c » 4 = 3¢ A f@%#—ﬂ
(%%?Wﬁﬁ#%r)g%%”‘ﬂ@°?¢“i*M’F”Bﬁ
RAEVAFZETHARFE LB A E 3 AT ARRET T A
40202367 » FRFAFARAFEFFELH N Alsﬁpﬁvm?ﬁ% R
T g R a%am&%§%’£m~“f%%%mﬁﬁw 2023 & 7
1 s-K‘}&ﬁ:‘ﬁ,—eié.‘”—r#«&mpgﬁié?law a4 = 38 AL 2
A A T PR o F oo

o)

),

;}’311_“7 G—\

1y

< ALEIR G EREFTRY @
2024 £ 12 * MAS f!ﬂf’r Al (#3584 2535 A1) B3k ‘ﬁ?ﬁ’_?
EFF A FHFES AEFF B (Good Practices) » 977 & f ¥ #’}%’ °

~

®1Id at 9.

2 1d. at 10-11.
493 Id. at 9-10.
Y4 Id. at 12.

95 Id. at 13-14.
6 Id. at 12-13.
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497 Monetary Authority of Singapore, Information Paper on AI Model Risk Management, 4,
https://www.mas.gov.sg/-/media/mas-media-library/publications/monographs-or-information-
paper/imd/2024/information-paper-on-ai-risk-management-final.pdf (last visited Jul. 5, 2026).
498 1d. at 5-6.

9Id. at 39.

5074 at 39-40.

S04, at 40-41.

5274, at 41-42.
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308 The Association of Banks in Singapore, Handbook on Generative AI Guardrails in Banking, 9-10,
https://www.abs.org.sg/docs/library/handbook-on-generative-ai-guardrails-in-banking.pdf (last visited
Jul. 5,2026).
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21 Monetary Authority of Singapore, Project MindForge, MONETARY AUTHORITY OF SINGAPORE

SCHEMES AND INITIATIVES, https://www.mas.gov.sg/schemes-and-initiatives/project- mindforge (last
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522 The MindForge Consortium, Emerging Risks and Opportunities of Generative Al for Banks, 8-9,

https://www.mas.gov.sg/-/media/mas-media-library/schemes-and-initiatives/ftig/project-

mindforge/emerging-risks-and-opportunities-of- generative ai-for-banks.pdf (last visited Jul. 5, 2026)
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( Hallucination/Fabrication/Confabulation ) ~ i & p % ( Overconfidence ) ~
oA # g /487 & (Insufficient Model Accuracy/Soundness ) ~ 2£5¢ 87
i@ * HW3k A% v (Model Degradation from Unexpected Use ) °
:ﬁf—r—‘f--]l' A mw BIRL o L itAeT ol

(- ) & EH (Scope & Oversight )

W EITE B b 'R AR AL (Proportionality ) » # #-FiRE ¢ &€
SRS EREBIET IR LT AR AT 28 )*@AI-;;;@J_@;;
535,77’1ﬂ”#IFLFmF\ MY ('{i\.‘"é‘ig rﬁ]’??‘:,- ﬁ)@f‘?/;ﬂﬂm—_’
FREETELEBHALAR L& ALSIEch % F sl o

(=) AIR's ¢ (AIRisk Management )

ERBHERLATAEY B T E AIPHMEE § iz > T AlR
o~ BEAER Y& :}ﬁ %ﬂ (Key Risk Indicators, KRIs) £7 b *% § 4 ¢ 536 o 4-4¢
5z Al A& @m’¢@%ﬁ@ﬁ4%%? D5 o ¢ HEE R
m%%\bqhﬂﬁ«uaﬁjm%gﬁﬁm L,fﬁﬁﬁ@ﬁ%

PSS SRR SRS HE B ALGURT B 7Rk %A % (Materiality
Assessment) ' HmFFAL R 3B 0 T H G b % (Inherent Risk ), & T 4

k *& (Residual Risk) - '1# IRF T TG AR 0 R BE IR (S g H)
F AR T E 2 ALFP 8975 ALRY S b T 4o 8
Bedh KR HOR AR b E s E

(=Z) AIZ &¥ ¢ 12 (Al Lifecycle Management )

334 The MindForge Consortium, A/ Risk Management: Executive Handbook, 11,
https://www.mas.gov.sg/-/media/mas-media-library/schemes-and-initiatives/ftig/project-
mindforge/mindforge-ai-risk-management-executive-handbook.pdf (last visited Jul. 5, 2026).
535 Id. at 13.

536 Id. at 14.

537 Id. at 15.

58 Id. at 16.

¥ 1d. at 17.
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FER® B EEMEER TR A 5 ERRA
2. #cypEP- 2 g2’ (Data Acquisition & Processing )
FE i * g n s R TR By ik Lo
3. B~ 2% i 342 ( Onboarding, Build & Review )
R EARY KEEW otk T ATFRHAIEES 4 -
4. %&5%3 (Deployment)
FRERY R BEHY I gAEED -
5. @ % -~ Egrer % { F 125 (Usage, Monitoring & Change
Management )
1. %‘?#”“%]/\ WA PFOR SR R A R R g oo TR 2
FAEY -

(z ) B&ae F1%°% (Enablers)

fﬁﬁﬁﬁﬁ-f@ﬁlﬁ-ﬁ 1EH AlGEEw o TR AL FEDAIR I o
Pk R FE R Al AFE GOV HEM T ok 2o
# ~  MindForge Al k % § 2 FEL P

AEP Y - > F R 5|0 MindForge WSRO 2026 £ 1 7 #] (%

1212025 & 118 F o ALR ' P 7P 2 R HFY > B> MindForge
%m%— PRE A & o MmdForge ;l:* - PR R P RASTEY D &
XEF* Al cfpM b *a > ¥ 1% FEAT RRAfrE B iER1 & £.F Mg *
4. @ MindForge ;;:3: FoRFE e &P ARRIE TR 0 1 E FI et et
3 ALY RUR 4 A EIE 7§ F T MALRA B r o KA Al
Bienfijs B ARLEFY ARPHEFRMER AR A2 P P L
;E#f:@wﬂ%&*:rfmlg%& 14549 o

AEP L Gw s RS (ScopeandOversight) ~ Al R %
# = (Al R1sk Management ) ~ Al 2 & ¥ # ¥ 12 (AI Lifecycle
Management ) ~ f& it *]Z (Enablers) -

\-n\v 1—3

i

540 1d. at 18.

4 Id. at 19.

52 I1d. at 20-21.

3 1d. at 22.

34 Id. at 22-23.

345 Id. at 24.

346 The MindForge Consortium, MindForge AI Risk Management Implementation Examples,
https://www.mas.gov.sg/-/media/mas-media-library/schemes-and-initiatives/ftig/project-
mindforge/mindforge-ai-risk-management-implementation-examples.pdf (last visited Apr. 24, 2026).
>47 The MindForge, MindForge Al Risk Management Operationalisation Handbook, 10,
https://www.mas.gov.sg/-/media/mas-media-library/schemes-and-initiatives/ftig/project-
mindforge/mindforge-ai-risk-management-operationalisation-handbook.pdf (last visited Apr. 24, 2026).
8 Id. at 9.
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A EBBHER G RL P AL SRR o 304 B HAp B AT~ G e
pTARE Y o ERBHEINRA P he R T R ERacvE 2 & AT
MipIL~ i2 o
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Gty TR ERGE IR (R E 2~ HUFh %) o &
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307d. at 8.
S1d. at 9.
5214, at 29.
53 7d. at 31.
534 1d. at 36.
555 Id. at 34.
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B ERIEZE (Z22RDAIRGHY ) 2 R iF2hL R A gR4
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EEER (W ALR D SP Fr RSN 2 FEHARRER REE)
ERERTE (R ¥ F - ARSI -

3. RAEZAIRGHEE

SRS EAR AR RIE R 2 S R EDATRE] > S8 % Z S RO AIK
AL &Y UL ZABNEFR - 52 ®HE > (Onboarding With
Customisation) » T Fx P {s 2 {7 £ 9 ©* fc#® 5 2 4 % » (Onboarding
Without Customisation ) » ™ & ##-% = > #2717 5 #ic 48 T PR 7% ( Software
as a Service, SaaS) & A i * ‘1}‘ » ;% Al (Embedded Al ) » r & %5 R
e p 7 Al midieztd & & % i % PR7% (Connected Service) » & &
RIRAEA A 5 AL R BAaHE Al Gldod ATZ SR % o

Bh gt WEINE S S R E 2 2 AL HAIFRRE RT3 *"f
FPh "G4 W2 A2 FEMENI- ER 58 OF 3t FHEIEE Y
== '—F" Tf‘lﬂf" s-EELINN- P S # G tF (4o ISO/IEC 42001: 2023595 A £ p
'it4 E —’f"ﬂﬁ—'if) CEEFRERFER CBIEZOEF2 mEREREE S ALS
Tt YR AR NFUERL SXD Y i § R ERFY TG
AL cp %502 -

Btk T B A e SHENA SRR LT A T A &l
BAL £ty QRS Y LT 27 ALR RO

4. B FEEYFR R GAT

536 Id. at 35.

557 1d. at 37.

538 Id. at 43.

3% 4 ISO/IEC 42001:2023 B.6.2.7 & - 4kfy ift ~ & % P ﬁ”'?}» R A~ Edpat e~ B3
B B g fe e ISO/MEC 42001:2023 B.8.2 & g 1Lk sienjp bl L & o

60 The MindForge, supra note 547, at 49.

361 1d. at 50.

562 Id. at 45.

563 Id. at 48.
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WA RS (AR G ENFER Y HF bk th ) R4 SVAIE R
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FRhEE A ERER i AR G SIE S E 0. T, &
ﬁﬁﬁgﬁ{"\/‘ /;F'.‘ ;H 3:;;3:_;__ uﬁ g— N ,H HI gk 567 J:_f,'_ 1_—‘]4 568‘,,&; %.1%569& Kﬁ \ ;}%
* ;}a& “ﬁ#ﬁ?ﬁtmﬁ'?ﬁ :P"" 570 , 1y % é{_ g%, e "571‘5?’ Al & )g)% ELSD o
ERFAEFCREATIE LRI KA 4 A5 Al %R zf_@w*“m“)@
*H-F ¢ WA “Eﬁ’ﬂia?]”" c BB Al B A T RO o
PR T EBRTA SR xRS 1T RE R
SRR AL SRS 3 TR

5. FEk Al ¥
EEERBET ERY AISRSTHE ﬁf%ﬁng%
rru?'-,%f % E’éf"{g‘}‘pgiﬁl_fé,,é BBk %~ AR AL WA A m#
BN * 575
ERPHET I - BA S BRG 2 Al FE fREiFed A
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ﬁ;%mﬁiﬂ ﬁﬁﬁAlqﬁi/@gﬁpﬁ%lefﬁﬁwﬁ
PEPR R DAL R DT ALR B R RS R

BATE s = 3 ATHEF|F R .

54 Id. at 45.

365 Id. at 46.

X01d. at46. bl4e TR A BAFTAALLEER ) BRI RG S EH LA rERO T p B
fLImpE | Y g AP IMERB R 1T N rAIfr’i\.erE“’F’r% WEA | IR G

T Id. at47. ¥ & iR R & 5 ﬁ-f_ﬁﬁﬁﬁf?_ Zo0 AT B TR A g 'E“?“,ﬂ?}ﬂﬁ?% NEE
A RRAL S AT © AL R -

8 Id. at 48-49. 3 h *& £ ~ £ (Inherent Risk Materiality ) e g 2 &8 & & (dok 414
B g e

59 Id. at 50-51. #]4h *& £ ~ % (Residual Risk Materiality ) =% &_&# ;}%Jf"ﬁ 5 (HE) F%
(8o MERINEFDFF THAIDTLRFER > VU R LRRRE S NEF
S0Jd at52. blde D MR G T EA 1B E  BRGRHEBIIH A 1B E -

S Id. at56. %% (s (7 Al L HF Ao E"/i—*f%’ ST ALEE o5 W) W S e AP

R X F AR BRI PR 0 R (FEES s ) B

—% o

2Id at53-55. A1 % g A kd TRAERFERF S MFAFEF | hjpr il a
lER=gl 103 ELF o X gted SN AL B AL L R AL »wf”’f""'] AL IR, Sl gl Y e
R R A L LEE Ry

B3 Id. at 53.

574 Id. at 84.

575 Id. at 60.

ST Id. at 61.

ST7Id. at 62-64.
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S AT PR ILE L FET
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EREFE L T EE e F AR SR B i #H -

F R FF % F 2% (Use Case Context and Design )
R FRTAIFERYFROEDRT I LR IR AT E
B &R ~%iiﬁi&% PMAPE o EH B

& ¥ ¥ (Software Development Lifecycle, SDLC) ¢4 f i 7 4= 5
PRE B A 2 TG AR O o

PIRERR AR R Kb FRRE FEEFERY P

A EG R R E AR 2 st G R B e AL
B oo oS82,

() FH#EE-2 g2 (DataAcquisition and Processing )

PREREFES R Iﬁﬂﬁ SR S ERLR I SR . EE i e 1
RS O RR s AR AR ET R OR T L RRE
2 GRIE IR I - ?pf %—”“TF’BUﬁﬁbiﬂuﬁéﬁﬁ%#
e ‘]5’5;71&*’%@6%%”‘*"584 pLoek s HTF% FE % Al & & 1z T2 }g__/g g m?‘;}i
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ERBHEN FRET SR F AT FEHIPY T s
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N

5

578 Id. at 65.

379 Id. at 68.

SOId at 7071 35 %t HR PR FHERGEA B T RHLEFE A R PR A
SER A RREN A e A B E

381 1d. at 69.

382 1d. at 70.

383 1d. at 72.

384 1d. at 73.

385 1d. at 74-75.

86 v g% A WP A4 41 (Disparate Impact Analysis ) £ =+ = jb = 444 3 (Chi-Square Tests ) %
B ERREL o

587 The MindForge, supra note 547, at 78.

388 1d. at 76.
389 Glde o A 453 Al HhiE e B (Data in Feature Marts ) & 4 = 38 Al ¢ /7% 31
( Vector/Indexes ) ©

30 The MindForge, supra note 547, at 77.
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(Onboarding) » # 2 & F a FA LB NFnF 8 5= 221
(Build)» #2 Al ' % BB E S LA > 112 L P 652
$25% % (Review) H2 d b= 2 AREn s AIF S * 3§ 7 s
GG e FAAE AL G H =2 AL RIRY AR 8 b e -

(=) %% (Deployment)
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Management )

SRS AL R R F R FEF P e 1 F 5%
RHEERES R LE P AT AR R o s BT
nE% o Ti&ﬂ\ﬁ Mg h B nE st Bk bk o {gﬁﬁﬁﬁg*ﬁmﬁ
TR RE s TR, S KaeiT AI g%% 0. 4
ﬁﬁﬂT’”@mﬁwéﬁiﬁwﬁh\w% B RADFHPEFEO

o

(1) M3

4;@%*#@&J ﬁ 1 Al jpE bh’lk E W 00, 7 u_;gg@gﬁ';;m
K SR E RN ﬁ&ﬁt E20NES o gt i "k’&%? e BB I
’”‘5““(@? 's N N ‘?‘5"7*,?“@’
Wl R ERRGRAG S EFFRY S ALLF R FEHF R

1 Id. at 80.

52 Id. at 83.

593 Id. at 82.

594 Id. at 92-93.
% Id. at 94.

3% Id. at 96.

7 Id. at 95.

%8 Id. at 99.

9 Id. at 102.
600 4. at 100.
0l 1d. at 101.
602 1d. at 103-4.
603 1d. at 115.
604 1d. at 116.
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BT ORI ER G o MAS PR EE T BARFEELER

( Guidelines on Individual Accountability and Conduct ) | » #-% 8 4 = ;% Al

RN AL E THAESBFEENE | L AF > pr TEL R AR
(Material Risk Personnel) ; chgevk o pt b » 77 536 T B AR F85 5
BR ) FERTRGE  TRE/PHEEFTEE AL ALSE L HBG
REFHHNEEFF AT RS -

FEEAANAL 5 i SRR E 2 2 AR F > MAS 7 #-2
HEE & ALRANRIEp ~ T 4845 £ 4 *H4g 31 (Guidelines on Outsourcing )
2 TE A4 B BFEE o FFEEET TPBR R E A5

(TRM Guidelines ) ;> & K & @is g 7 20 8 @ AP H (doppt) o
F R PER % o

— v BARFEFALER
ﬂ‘ﬁﬂ‘ Jd MAS>t2020# 9% % » 5 Ats 944?@%#’}#14;’ T2 28 23§
EFB O ORABFHEEAADBARFTAIR ~ e HE ARG R L
o Aae 4T ﬁl T AR e ABERIE KE R L AT o R
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- B FF 5 TATR B R g 2 3% 7 (Development or Deployment of New
Technologies) ;> & % » & p it A p 30 f F AL S 30F 2 250 Al 337
FHEPAR o FR L AER Y S fé‘ﬂlk%‘ﬁm FER R JQJ‘\O
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605 1d. at 120.

606 1d. at 122.

%07 Monetary Authority of Singapore, Guidelines on Individual Accountability and Conduct, 13,
https://www.mas.gov.sg/-/media/mas/mpi/guidelines/guidelines-on-individual-accountability-and-
conduct.pdf (last visited Jul. 5, 2026).

608 1d. at 20.
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609 Monetary Authority of Singapore, Technology Risk Management Guidelines, 49,
https://www.mas.gov.sg/-/media/MAS/Regulations-and-Financial-Stability/Regulatory-and-
Supervisory-Framework/Risk-Management/TRM-Guidelines-18-January-2021.pdf (last visited Jul. 5,
2026).

610 1d. at 7.
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612 Monetary Authority of Singapore, Guidelines on Qutsourcing (Banks), https://www.mas.gov.sg/-

/media/mas-media-library/regulation/guidelines/bd/guidelines-on-outsourcing/guidelines-on-

outsourcing-banks-updated.pdf (last visited Jul. 5, 2026).

613 Id. at 6-7.

614 Id. at 5.

615 Id. at 8-10.

616 Id. at 10-13.

817 Id. at 13-15.

18 Id. at 23-24.

19 Id. at 22.
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